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Instructions to the candidates:
1)  All questions are compulsory.
2)  All questions carry equal marks (10 marks each).

Q1) a) ExplainIT and its components hardware, software and Networking for a
passport department Govt. of India. [10]

OR

b) Explain the importance of IT components and Infrastructure for an
organisation like education department to have on-line common entrance
test. [10]

Q2) a) What do you mean by managerical considerations like Aquisition,
maintenance, controlling and replacment of hardware with reference to

any reputed Bank. [10]
OR
b) How do you differentiate the role of system software and application
software with reference to any business organisation. [10]
Q3) a)  Write a short note on any two of the following : [10]

i)  Phishing attacks

ii)  Data security

i) Cyber Law

iv) System control & Audit
OR

b) Explain in detail sytem control and Audit for an organisation for
information security purpose. [10]
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04) a)  Explain the use of legal recognition of electronic records in Government

department like revenue and property registration in detail. [10]

OR
b)  Explain IT Act 2000 in brief and write it’s use in E-Governance with
example. [10]

05) a)  Explain the powers of certifying authority to maintain the control of security

for an organisation in detail. [10]
OR
b)  Define eyber crime and explain detection of cyber crimes in police
department with example. [10]
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Instructions to the candidates:
1) Al questions are compulsory.
2) Al questions carry equal marks.

Q1) Explain the.concept of hardware & software management in BPO companies.
OR

A company running on-line Education Business; as a IT Manager explain how
to manage hardware & software.

Q2) What are various latest networkmg trends used in on-line shopping websites,

Explain how it works? ‘

'LOR
A CAR manufacturing company has developed CRM Software, Explain how
to maintain it? .

0Q3) Explain various computer crimes and how to protect the same.
OR
Write a short note on (Any two) :
a) Phisling Attacks.
b) Authentication and Authorization.
c) Data Security.
d) Security.
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Q4) How PKI works in Bauk’s ATM transaction?
OR

Explain process flow of E—goveman‘gié with reference to issue of passport.

Q5) The SHABI Bank case is the orie where management trainee of the bank was
engaged to be married. The couple exchanged many e-mails using the company
computers. After some time the two broke up & the girl created fraudulent
email ids such as “indian bar associations” & sent emails to the boy’s foreign
clients. She used the banks computer to do this. The boy’s company lost a
large number of clients and took the bank to court. The bank was held liable
for the emails sent using the bank’s system.

As a security manager state the course of Action.
‘ OR

Write shoft note on (any two)

a) Spamming.

b) Trademark Law.

¢) Certifying authority. ; 3

d) Domainname.
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3 All questions gre compulsory,
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What do you mean by manageriair _l:on,sic.ieuf-ations like Aquisition, maj ntenance,
controlling and replacemeng OTHardware with reference to any reputed Bank.

i [10]
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Q2) Write a note op any two of the following: ~{10]
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a) Programmmg Languages | A -,
b) ERP oot e
¢) E-Commerce - \( 5 "
d) CRM e ¥
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Define operating system and write the importaqcc;- of Database Management
Programs, server and System utilities for ap organisation. [10]
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03) How do you protect computer crimes by using security management tools,
security Defences, System controls and Audit. {10]

OR

Explain how a large I’I._\organisa‘ﬁoh do selection and Recruitment, training,
Retention and perform_ax;n'ée measurement for their people (Employees). [10]
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04) Define Encryplién an‘d explain with examples Symmetric cryptography,

Asymmetmc"b@ptography [10]

_,«3:-' OR
Explam the need of Digital Signature, creating and venfymg a Digital Signature.
v S [10]
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035) What do you mean by Digital Slgnature Cemﬁdatxon Generation, Suspension
and Revocation of Digital Slgnature Certxﬁcate [10]
(“/\\ ,..) \
v\( .
3\ OR

Write the need for cemfymg Authorlty and his powers, and functions of a
controller in detail. oo [10]
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